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[Describe The Background Of Why A Cyber Security Risk Management Plan Has Come About.]
The [Business Name] acknowledges the need to assess the security risks to the [Business Name] and permit treatment (mitigation) or acceptance of each identified risk to [Business Name] 

Therefore, the [Business Name] is establishing Cyber Security Risk Management Framework to support the [Business Name] and assess identified risks which could negatively impact the [Business Name]
[bookmark: _Toc17190287]Purpose
[Describe What The Intent Of This Document Will Be.]
This document sets forth the process to adequately assess identified risks to [Business Name]. It establishes the business rules and guidelines for consistency and compliance in demonstrating the risk management approach used for [Business Name] 
[bookmark: _Toc17190288]Definitions
[Define Any Terms That Are Used Throughout This Document.]
	Terms
	Definition

	IT Asset
	IT Asset refers to anything (tangible or intangible) that has value to an organisation, including, but not limited to, a computing device, IT system, IT network, IT circuit, software (both an installed instance and a physical instance), virtual computing platform (common in cloud and virtualised computing), and related hardware (e.g., locks, cabinets, keyboards), as well as people and intellectual property (including software).

	
	


Overview
Today organisations cannot afford an ad-hoc approach to security. Instead, they need to identify, analyse and prioritise the risks to the confidentiality, integrity or availability of their data or information systems, based on both the likelihood of the event and the level of impact it would have on the business. 
Risk assessments are primarily a business concept focused on ensuring the ability to maintain operation. The includes how the business makes money, how employees and assets affect the profitability of the business, and what risks could result in large monetary losses for the business. 
Within the Cyber Security space, risk assessments primarily focus on identified security risk which could maintain or enhance business operations or which lead could lead to the largest financial losses to the business.

A basic risk assessment involves three main components. (1) The importance of the assets at risk, (2) How big the threat is, and (3) how vulnerable is the business to the threat. Using these three components will allow a business to assess the risk of impact or loss to the business.
Risk Assessment Process
[Describe The Details Of The Risk Assessment Process.]
During a risk assessment it is essential to establish the business and technical context of the information system being reviewed. Establishing the context ensures that the businesses objectives are captured and that the internal and external factors that influence the risks are considered. It also sets the scope for the rest of the process.

Business Context
The following table is required to be completed to establish Business Context.

	Title
	Description
	Response

	Information Classification
	What type of information is stored, processes and/or transmitted?
	

	Business Process Supported
	What business process and objectives are contributing to the business?
	

	Users of The System
	Who are the users of the system (internal, external)? What level of privilege do the users require?
	

	Compliance Requirements
	Are there any legal or regulatory requirements that are required to be adhered to?
	

	Business Priority
	What is the business priority?
	



Technical Context
The following table is required to be completed to establish Technical Context.

	Title
	Description
	Response

	Business Owner
	Who is the business owner who will be responsible the system?
	

	Architecture
	How does this integrate with existing systems?
	

	Support
	Who will be responsible for the ongoing support of the system?
	

	Dependencies
	What are the systems dependancies?
	



Risk Identification
The next phase of the risk assessment is to identify critical assets that the business is dependent on. This can be achieved by:
· Interview with management
· An analysis of existing systems
· Existing documentation
· Existing critical assets
· Servers
· Databases
· Documents
· Applications
· Intellectual Property
· Customer Private Information
Risk Threat
The next phase of the risk assessment is to assess the potential threats. This can be determined by:
· Identifying Legal or Compliance Requirements
· System Breach
· Natural Disasters
· Accidental Data Loss
· Malicious Data Loss
· System Configuration
· System Failure
Risk Consequence
The next phase of the risk assessment is to use the information gathered from the previous steps and determine the likelihood and consequence of the identified threats to the business. This can be achieved by:
· Interview with management
· Replacement Cost Analysis
· Qualitative Analysis
· Quantitative Analysis
Risk Rating
The next phase of the risk assessment is to determine the Risk Rating. This can be achieved by using a Risk Matrix to determine the existing risk to the business.
[image: ]
Using the information gathered above will provide a clear picture of the probability of a threat being materialised and the impact it will have on the business.
Existing Controls
The next phase of the risk assessment is to use the information gathered from the previous steps and assess the existing controls which are in place.
Existing controls can will reduce the overall risk and in some cases lower the risk rating to an acceptable level.
Mitigating Controls
For identified risks which exceed the businesses risk tolerance, mitigating controls should be considered to implement and reduce the controls to an acceptable level.
Risk Acceptance
Once the mitigating controls have been considered, the Risk Rating should be reviewed, and the business should determine if the risk should be accepted or transferred.
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IT Asset Risk Threats Vulnerabilities Impact Description Risk Level Impact Level Existing Controls Proposed Controls Priority Person Responsible Timeframe For Completion: Notes

Network system

Information involved in 

electronic messaging gets 

compromised.

Hackers

Information in transit 

is not encrypted.

● Any leakage of sensitive 

data will attract penalties 

from regulatory bodies.

● Clients lose trust.

● Fall in brand equity.

HIGH HIGH

Security policy states that 

no sensitive data is to be 

sent out to external 

sources.

● Implement data encryption 

both at rest as well as in transit.

● Implement data loss 

prevention software to detect 

data exfiltration transmission.

HIGH IT team lead Jun-18

Justin from IT team to shortlist 

data loss prevention software 

vendors and send RFPs by 20 May 

2018.

Desktops/servers

Unathorized users gain access 

to the operating system and 

steal data or crash the system

Hackers, disgruntled 

employees

Employees may 

accidentally—or 

knowingly—give away 

certain details that 

help hackers gain 

access to the system.



Weak passwords that 

hackers can easily 

crack.

● Loss of productivity due 

to system downtime.

● Leakage of certain data 

types can lead to loss of IP 

rights.

● Client data may get 

compromised.

MEDIUM HIGH

Employees are trained to 

be aware of phishing and 

other social engineering 

techniques.



Passwords have to be 

changed every six 

months.

● Use computer-based 

awareness training to train 

employees and identify weak 

points using simulation 

excercises.

● Install password manager tool 

to help enforce use of strong 

passwords.

HIGH

HR/learning and development



IT team lead

Jul-18

First batch of employees to be 

trained on 10 June 2018. HR head, 

Megha, to decide on the batch 

strength and department for the 

training session.

Website

Users not able to access the 

website due to distributed 

denial of service attack (DDoS)

Hackers, disgruntled 

employees, competitors

The website runs on 

the free version of 

software package that 

offers limited security 

capabilities

● Loss of clients due to 

inability to make online 

purchases.

●Loss of revenue.

● Advantage for 

competitors.

MEDIUM HIGH None in place



● Move the website to a more 

secure and trusted platform.

● Get SSL certificate for the 

website.



MEDIUM IT team lead Sep-18 NA

Security policy

Data theft/loss due to security 

breaches at third-party 

vendors

Hackers

Security 

considerations are not 

checked when dealing 

with third-party 

vendors.

● Data loss.

● Loss of revenue and 

customers.

● Regulatory penalties.

MEDIUM MEDIUM None in place

● Check third-party vendor 

security trustworthiness. Add 

clauses to partnersip agreements 

that vendors need to be PCI-DSS 

compliant and check for any 

discrepancies.

MEDIUM Procurement team lead Dec-18 Seek advice from legal counsel.

User devices Malicious apps Employees

Employees use same 

mobile devices both 

for office and personal 

work. There is no 

separation of the data 

and no control of what 

type of content can be 

downloaded.

● System downtime

● Loss of critical confidential 

data

● Loss of competitive 

advantage



HIGH HIGH

Bring your own device 

(BYOD) policy with 

limited scope.

● Implement endpoint security 

solutions.

Monitor devices that are 

connected to your network.

● Use device management and 

application management tools to 

manage installation of apps from 

a single, centralized source.

● Revise BYOD policies to 

enforce greater security.

HIGH

IT team lead

HR team lead

Jun-18

Next meeting to discuss progress 

on proposed controls will be on 

10 May 2018

Data storage

Records may be lost or 

manipulated due to bad 

sharing practices

Employees

No common business 

rules around 

document and version 

control

● Discrepancies in the 

records maintained by 

different teams and/or 

between the company and 

client firms, leading to loss 

of trust and data 

mismanagement.

● Data loss without any 

backups.

HIGH MEDIUM

Teams have their own 

policies around data 

storage.

● Develop and implement 

centralized  policy and 

procedures around version 

control.

● Lock down share drives.

● Implement an Electronic 

Documents and record 

Management System (EDRMS) 

for content management.

HIGH

IT team lead + Department 

heads

Jul-18

Policy preparation to be 

completed by 31 May 2018.

Employee data

A terminated employee dials 

into the company's network 

and accesses proprietary 

information

Terminated employees, 

Other employees, 

Hackers

Terminated 

employees' system 

identifiers are not 

removed from the 

system soon enough

● Loss of data

● Data misuse

LOW MEDIUM

Terminated employee 

details are removed every 

3 months

● Ensure that employee 

identifiers are archived out 

within a week of leaving

LOW IT team lead Dec-18 NA

API

Unsecured API leading to the 

application ceasing to 

function

Hackers, users

Insecure storage of 

API keys. 



API keys no longer 

needed are not 

disposed off securely.

● Attackers with improper 

or illegal access to keys can 

cause a denial-of-service or 

cause fees to rack up in the 

company's name.

MEDIUM MEDIUM

Only SSL keys are 

disposed off routinely.

● Ensure API keys are stored well 

and disposed of routinely.

● Implement API gateway 

software to provide the API 

security administrator with 

complete control over access 

control, threat detection, 

confidentiality, integrity, and 

audit across every API the 

organization publishes.

MEDIUM IT team lead Dec-18 NA

Firewall

Unauthorized users hack into 

the system through the 

internet

Hackers

Company's firewall 

allows inbound telnet 

and guest ID is 

enabled on XYZ server

● Obtain unauthorized 

access to system sensitive 

files based on known 

system vulnerabilities

HIGH LOW None in place.

● Control Firewall's inbound 

traffice files

MEDIUM IT Team Dec-18 NA
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